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E-SAFETY POLICY

Our aims
 Ensure  children  are  responsible,  competent,  confident  and  safe  users  of  information  and 

communication technology.
 Provide pupils with opportunities to broaden their learning experiences and develop creativity in 

and out of the centre using the Internet.
 Access the internet in lessons to enrich and extend learning opportunities across the curriculum 

with supervised staff member.
 Publish and display work on The Enterprise Centre’s website 
 Allow further learning opportunities 

Pupil Guidelines

Pupils will be educated in responsible and effective Internet use. Pupils will:
 only use the Internet with permission and when a teacher or approved adult is present;
 not give out passwords or personal details, including last name, about themselves or others;
 only to use the Internet in connection with their studies;
 not attempt to access any site or information that may be deemed unsuitable;
 not send, display or store offensive messages pictures or other materials;
 not to use or send obscene, insulting or racist comments which might harass others;
 not use, access or amend the folders, work or files of other users. 

Staff and Adult Guidelines

Staff and other adults must act responsibly when using computers and the Internet. They will:
 always respect others’ work and copyright by referring to the source;
 never give out passwords or personal details about others;
 not attempt to access any site or information that may be deemed unsuitable;
 not send, display or store offensive messages, pictures or other materials;
 not use or send obscene, insulting or racist comments which might harass others;
 not use, access or amend the folders, work or files of other users;
 only use the Internet in respect of work-related tasks and research;
 not use The Enterprise Centre Limited’s resources for private commercial purposes
 interaction between a staff member and a student on their own private social media site or personal 

mobile  is  discouraged and contact  between a child  and a  teacher  should be reported to the 
safeguarding lead and discouraged

 interaction between a staff member and an ex-student on their own private social media site or 
personal mobile should be actively discouraged and contact between an ex-student to a teacher 
should be reported to the safeguarding lead and discouraged
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Acceptable Use Statement

The computer system is owned by The Enterprise Centre limited. “The computer system” means all 
computers and associated equipment belonging to The Enterprise Centre limited, whether part of The 
Enterprise Centre limited integrated network or stand-alone, or taken offsite.

 Professional use of the computer system is characterised by activities that provide children with 
appropriate learning experiences; or allow adults to enhance their own professional development.

The Enterprise Centre limited recognises that technologies such as the internet and e-mail will have a 
profound effect on children’s education and staff professional development in the coming years and 
The Enterprise Centre limited Internet Access Policy has been drawn up accordingly.

The installation of software or hardware unauthorised by The Enterprise Centre limited, whether 
legitimately licensed or not is expressly forbidden.

It is the responsibility of the user to ensure that they have logged off the system when they have 
completed their task and all staff are to shut down their computers at the end of The Enterprise Centre 
limited day.

The Enterprise Centre limited reserves the right to examine or delete any files that may be held on its 
computer systems or to monitor any Internet sites visited.

Internet Access Policy Statement

 All Internet activity should be appropriate to staff professional activities or the children’s education;
 Access is limited to the use of authorised accounts and passwords, which should not be made 

available to any other person.
 Activity that threatens the integrity of The Enterprise Centre limited’s computer systems, or that 

attacks or corrupts other systems, is prohibited.
 Users are responsible for all e-mail sent and for contacts made that may result in e-mail being 

received. Due regard should be paid to the content. The same professional levels of language 
should be applied as for letters and other media.

 Use for personal financial gain, gambling, political purposes or advertising is prohibited.
 Copyright of materials must be respected.
 Posting anonymous messages and forwarding chain letters is not permitted.
 The use of the Internet, e-mail, or any other media to access inappropriate materials such as 

pornography, racist or any other offensive material is forbidden.
 All web activity is monitored, including the content of e-mail. 

Social Media policy

Rationale 
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The widespread availability and use of social media applications bring opportunities to understand, 
engage, and communicate in new and exciting ways. It is important that we are able to use these 
technologies and services effectively and flexibly. However, it is also important to ensure that we 
balance this with our duties to our centre, the community, our legal responsibilities and our reputation. 
For example, our use of social networking applications has implications for our duty to safeguard 
children, young people and vulnerable adults.

The policy requirements in this document aim to provide this balance to support innovation whilst 
providing a framework of good practice. They apply to all members of staff at The Enterprise Centre 
limited.

The purpose of the policy is to:
 Protect The Enterprise Centre limited from legal risks
 Ensure that the reputation of The Enterprise Centre limited, its staff and governors is protected
 Safeguard all children
 Ensure that any users are able clearly to distinguish where information provided via social
 Media is legitimately representative of The Enterprise Centre limited

Sanctioned use of social media

It is important for everybody’s safety that we are clear about how we use these sites and what is 
acceptable behaviour from the people who choose to follow us. We use our social media sites to 
publish information that is of general interest to our stakeholders i.e. parents, pupils, staff and the 
community... We do not believe it is an appropriate place to discuss personal matters that are specific 
to individual members of our community, whether that be children, parents or staff. 

Privacy

We will not publish photographs of children without the written consent of parents /carers, identify by 
name  any  children  featured  in  photographs,  or  allow  personally  identifying  information  to  be 
published on school social media accounts.

Respect

 We will not tolerate any form of bullying on our social media accounts
 We will  not  allow posts  or  comments  that  refer  to  specific,  individual  matters  between The 

Enterprise Centre limited and members of its community
 We will not tolerate any comments or posts that are defamatory, rude or abusive towards any 

member of our school community, whether that be children, parents, staff or governors
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Further use of social media sites

There are many legitimate uses of social media within the curriculum and to support learning. When using  
social media for educational purposes, the following practices must be observed:
 Staff are not permitted to set up any type of social media site or account for use through The 

Enterprise Centre limited without the explicit authorisation of the managing director. Staff are also 
not permitted to use their own social media accounts to communicate with pupils or parents at any 
time.

 All official accounts are linked to via The Enterprise Centre limited website. If pupils/parents are 
aware of social media sites reporting to be affiliated with The Enterprise Centre limited that are not 
linked to The Enterprise Centre limited website these should be reported immediately.

 The care must be taken that any links to external sites from the account are appropriate and safe
 Any inappropriate comments on or abuse of school‐sanctioned social media should immediately be 

removed and reported to a member of Senior Leadership Team.
 Staff should not engage with any direct messaging of students through social media.

Data Protection Act

Any individual has the right in law to view information held about him or her on a computer system. 
Care should be taken about any sensitive information concerning child protection issues. If in doubt 
staff must seek advice from the Designated Safeguarding Lead.
 ;

Mobile phones

Students are allowed to bring a mobile phone into school for safety precautions when walking home. If they 
choose to do so it is on the understanding that their mobile phone is their responsibility. Pupils do not have  
access to The Enterprise Centre internet.

BYOD

 The purpose of the use of personal devices at school is exclusively educational. Personal use of 
devices should not take place anywhere in school. 

 Students are not permitted to connect to any external wireless or networking service (e.g. 
3G/GPRS Etc.) while using a personal ICT device on site

 Staff and students bring their personal ICT devices to use at their own risk.
 Staff are expected to act responsibly with regards to their own device, keeping it up to date via 

regular anti-virus and operating system updates and as secure as possible. It is their duty to be 
responsible for the upkeep and protection of their devices. 

The Enterprise Centre Limited is in no way responsible for: 
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 Personal devices that are broken whilst at school or during school-sponsored activities. 
 Any data lost on personal devices. 
 Personal devices that are lost or stolen at school or during school-sponsored activities. 
 Maintenance or upkeep of any device (keeping it charged, installing updates or upgrades, fixing 

any software or hardware issues). 
 Staff should ensure that suitable private insurance arrangements are in place to cover loss or 

damage.
 The Enterprise Centre accepts no liability in respect of any loss/damage to personal ICT devices 

while at school, during school-sponsored activities or in transit. 

As BYOD is not a compulsory part, the decision to bring a personal ICT device into school rests with the 
staff or student/their parent(s)/guardian(s), as does the liability for any loss/damage that may result 
from the use of a personal ICT device in school.

Website

The Enterprise Centre limited has its own website www.theenterprisecentre.co.uk 
The website is used to:

   promote The Enterprise Centre limited and community;
 celebrate success 
 link to appropriate websites
 link The Enterprise Centre limited Twitter and Facebook account. 

Procedures
The designated E-safety Coordinator and/or managing director may at any time, without prior notice:
 check personal files and computers hard disk drives for viruses or unsuitable material;
 review lists of Internet sites logged on computers for inappropriate use of the Internet; 
 check e-mail for viruses or unsuitable material.

E Safety Complaints

 Complaints of Internet misuse will be dealt with by a senior member of staff and computing leader;
 Any complaint about staff misuse must be referred to the managing director.
 Pupils and parents will be informed of the complaints procedure; refer to Complaints Policy
 Parents and pupils will need to work in partnership with staff to resolve issues.

Related Issues

The Enterprise Centre Limited is registered under the Data Protection Act:
 to hold information about individuals such as students and staff on computers;
 for Internet use, including emails;
 to publish information on a school website.
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All information held about individuals such as students or staff on computers is password protected. Access 
to computers on which such information is held is restricted.

Websites offering additional advice and guidance 
(Further e-safety websites are available on our school website and school blog.)

BBC Chat Guide
http://www.bbc.co.uk/chatguide/

Childline
http://www.childline.org.uk/

Child Exploitation & Online Protection Centre
http://www.ceop.gov.uk

Grid Club and the Cyber Café
http://www.gridclub.com

Internet Watch Foundation
http://www.iwf.org.uk/

Internet Safety Zone
http://www.internetsafetyzone.com/

Kidsmart
http://www.kidsmart.org.uk/

NCH – The Children’s Charity
http://www.nch.org.uk/information/index.php?i=209

NSPCC
http://www.nspcc.org.uk/html/home/needadvice/needadvice.htm

Safer Internet Day
http://www.saferinternet.org.uk/safer-internet-day/2016/education-packs/primary

Stop Text Bully
www.stoptextbully.com

Think U Know website
http://www.thinkuknow.co.uk/

Virtual Global Taskforce – Report Abuse
http://www.virtualglobaltaskforce.com/
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